Cui del i nes for
Distributed Conputing Adm nistration and Security

As the University enters into the era of networked
m croconputers and a distributed conputing environnment, many of
the critical tasks originally conpleted by hand, or centrally on
SIU S nmuinframe conmputers, have been or could be transferred to
m croconputers at the departnent |evel.

University data and information are val uabl e resources;
their safety is inperative. These gui del i nes provide a
Uni versity-w de set of standards applicable to m crocomputing
administration and security. It is the responsibility of
I ndi vi dual canpus units to devel op operating procedures which
I mpl enent  the guidelines.

Local and Central infornation technol ogy staff

Local (departnental or college) conmputing professionals play
an inportant yet distinct role fromcentral information
t echnol ogy and academi ¢ conputing professionals. Wile centra
staff are available to serve the entire canpus, departnenta
techni cal experts serve their designated department(s).

Central information technology staff can play an influentia
role in local technical support by assisting University
departments in training and supporting departmental trainers. As
resources allow, central information technology staff may provide
consul tative services to |ocal computer support personne
regardi ng new technol ogy acquisitions and probl em resol ution.
Toget her, local and central staff may assist with institutional
pl anni ng for technol ogy and devel opi ng conputer standards.



Roles and Responsibilities: Ceptral Ipnforpmation Technol ogy

Typically, but not always, central information technol ogy
professionals will assunme responsiblity for all conputing
infrastructure “behind the wall” which includes routers, hubs,
cabl es, bridges, gateways, wring, and all other equipment,
computer hardware, or conputer software which enables a
department’s conputers to link into the wi der canpus area network

and conputing services.

Upon departnental request or by canpus decision, canpus
units may contract with central information technology staff to

provi de basi c LAN managenent services “fromthe wall out”.
However, within each unit, a local information technology |iaison

shoul d coordinate all conputing resources and support

Central information technology staff are charged wth
identifying software and hardware needs that cross departnental
boundaries. They should nonitor the technol ogy environment at
| arge and recomend conputer hardware with the |ongest potentia
life for the canpus community. Canpus information technol ogy
experts should work with the Purchasing Departnment in particular
and the campus in general to regularly recomend standards for
computer hardware configurations and to obtain quotation prices
from vendors.

Central information technology staff share the
responsibility with local technical personnel to recommend and

support application software that facilitates compatibility
between all users of SIU S conputing resources.

| I bilities. Local f : hnol

Typical ly, but not always, |ocal information technology
staff will assune responsibility for trouble-shooting problens



“fromthe wall out” to the user. This includes diagnosis of:
software problenms; basic m croconputer maintenance problens such
as changing the battery, adding cards, checking wiring, and al
other fairly routine hardware conplaints; restoring back-up data
when requested; and assisting the end user to enploy the

Uni versity’s conputing resources in an efficient and effective
manner

Desi gnat ed Local Technical Support

Wthin each unit, all local conputer resources shall be
mai nt ai ned by an enpl oyee officially designated as the
information technology expert. This individual need not perform
conputer admi nistration and security tasks exclusively. However
a portion of this enployee’s appoi ntment nust be devoted to
departnental conputer support. Alternatively, a unit my
contract with an outside vendor to provide |ocal technical
support; in that case, a designated SIU enployee wll act as
|iaison with the conmputer support service provider

Tr ai ni ng

At a mninum all |ocal technical professionals nust receive
basic training in their departmental Operating Systemand in
their Network Operating Systemif the departnent naintains a LAN
server. This training may be acquired on canpus or externally.
One or nore departnents may wi sh to pool resources to negotiate
di scounted training for their conputer support professionals.

Since conputer technol ogy changes daily, |ocal technical
prof essional s nust continually update their conputing skills.
Therefore, the University requires that all local information
t echnol ogy experts annual ly receive continuing education in the
conputer technology field. Continuing education nmay be canpus-
based (e.g. provided in a user group format) or provided by
external vendors. The University also encourages LAN nanagers to



pursue professional certification or to neet the requirenments for
conput er-support positions as established by the Gvil Service
System

Areas of training that are recommended for departnental
information technol ogy professionals include, but are not limted
to:  troubl e-shooting m croconputer and network hardware
probl ens, peripheral support, conputer security, and training in
the application software adopted by their departnent as standard
desktop applications (i.e., word processing, Internet, electronic
mai |, spreadsheet, etc.).

LAN Managenment

| f conputers in the departnent are networked and the LAN is
not maintained centrally, then the departnment nust designate an
enpl oyee as LAN Manager. LAN nanagers do not have to perform LAN
adm ni stration and security procedures exclusively, but a portion
of their appointnent nmust be devoted to these tasks. The sane
enpl oyee can serve as local expert and LAN nanager

Departnents may contract with other canpus units, such as
the Ofice of Information Technol ogy, to obtain LAN nanagenent
services. Several departments may share a single LAN nanager
Al so, LAN managenent tasks may be out-sourced to externa
vendors, but an Sl U enpl oyee nust assune responsibility for the
successful performance of network security guidelines.

LAN Managers, whether at the local or central |evel, nust
performor oversee the performance of routine maintenance tasks
on a regular basis. These tasks include, but are not limted to:
backi ng up the server; nonitoring usage |ogs; setting up user
groups and directories; scanning for conputer viruses; nonitoring
software usage to ensure conpliance wth software |icense
agreenents; managi ng associated property and supplies;
mai nt ai ni ng key docunentation; and establishing and inplenenting



conputer security measures.
Conputer Security

Local conputing professionals are responsible for
i npl ementing physical and |ogical security measures to safeguard
the University's mcroconputer equi pment and information.
Physi cal security measures nust address the safety of: conputer
hardware and software; |ocal conputing peripherals; diskettes;
back-up media; and hard copy of conputer infornmation

Logi cal security neasures nust be established to guarantee
that the University's confidential and critical data and
information are protected from access by unauthorized conputer
users. Procedures nust be performed to secure system access
points, including nmodens and hubs from unauthorized intrusion.

Logi cal security neasures include, but are not limted to:
uni que passwords; expired passwords; system |ock-outs after

failed | og-on attenpts; proper disposal of electronic and paper
copies of data; virus detection; encryption of openly transmtted

data; and all other security neasures which guarantee the safety,
privacy and integrity of SIU data and information.

Because technol ogy changes rapidly, conputer security
procedures should be reassessed on a regular basis. The nost
current security practices should prevail on the canpuses.
Security software, such as virus protection software, should be

updated regularly.
User Educati on

Part of |ocal technical support’s responsibilities include
educating all conputers users assigned to their area about basic
m croconputer controls. Training duties include, but are not

limted to, educating the user about: back-up and data



restoration procedures; University conputer policies; security
procedures; computer virus scanning; and any other information
related to conpliance with state or federal law and SIU S
comput er policies and procedures.

Local technical personnel can establish a forumfor
i nformati on-sharing and training by form ng users’ groups where
appropriate. The University supports and wel cones such users’
groups if their primary purpose is to provide education and
training to SIU conputer users to facilitate the operations of
the University.



